= 19-22-01-03 KNOM Review ’19-01 Vol.22 No.01
https://doi.org/10.22670/knom.2019.22.1.20

AT A 71N w3l MESZ EdY &R 74

uE A, 7 A

v o 1

Assessing Convolutional Neural Network based Malicious
Network Traffic Detection Methods

Sungwoong Yeom®, Van-Quyet Nguyen*, Kyungbaeck Kim’

(@) ok
I =

Ne

= gl W=slm maale wAsb] sla) PAleld gS Baske dekl whESe] F58 W oo
o] =ollA= ZAEFA A7 (Convolutioanl Neural Network)S- 7] o2 f3 EY=z EfFS R 7]
U ikt 2 e b oA Aol 2R A A B8 A, UEA Sl 7o
AR FASE oA MR WS ANk, MR oulAE UHeE AWTA AABE SEAA F
3 vE=z Ede] EFE —r?'f”?'f}—‘ii f’h“/‘r Al e Bl A dHlole s &Eslo] ofmx] wk
ALFA A A S S B I A A 59, ol B 03 I
Ho e el e e TR e e Whslel

Key Words : Convolutional Neural Network, Traffic Classification, Image Transform, Configuration

ABSTRACT

Recently, various machine learning based traffic classification methods are focused on detecting malicious
network traffic. In this paper, convolutional neural network based malicious network traffic classification method
is introduced and its performance is evaluated. In order to utilize the convolutional neural network which is
excellent in analyzing images, a image transform method from important information of network traffic to a
standardized image is proposed, and the transformed images are used as learning input of a CNN network traffic
classifier. By using the real network traffic dataset, the proposed image transform method and CNN based
network traffic classification method are evaluated. Especially, under various configurations of CNN, the

performance of the proposed method is evaluated.
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4. CNN(Convolutional Neural Network)
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Algorithm 1 : Dataset Formalization
Requre : Network Traffic Dataset
Ensure : New formalized dataset with range from
0 to 255
data=load(NetworkTrafficDataset)
foreach ¢ in Columns(data)
min = findMinimum(c)
max = findMaximum(c)
range = max - min
foreach r in Rows(c)
if(r is String) then
new_val_r = StringHash255(r)
else then
new_val_r = (r - min)/range * 255

r = new_val_r
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Table 3. Accuracy of CNN based Traffic Classifier with
various CNN configuration (KDD 1999)
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Poolin | Fully Accuracy time
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v g. Con. Units ®
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512 0.987218 44.4
1
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2
1024 0.985939 132.0
. 512 0.983915 17.6
1
2%2 1024 0.987078 222
2 512 0.986846 25.9
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1 512 0.98649 25.5
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4x4
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_ 1024 0.983912 110.1
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dxd 1024 0.979657 99.6
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1024 0.977139 149.5
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Table 4. Accuracy of CNN based Traffic Classifier with
various CNN configuration (CICIDS 2017)

T Depth
# e ePEE ot o
of of . trainin
o f . Hidde .
Poolin | Fully Accuracy g time
Con c n ©
on. s
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2x2
. 2 1024 0.886473 53.0
1 1024 0.886072 29.7
3x3
2 1024 0.885704 30.3
1 1024 0.88585 93.9
2x2
. 2 1024 0.886165 94.6
1 1024 0.884439 71.6
3x3
2 1024 0.883632 732
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Fig. B. Accuracy of CNN based traffic classifier with
differenct learning rate
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